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XFIEFEEIE: BAZS

[ “Program testing can be used to show the presence of bugs, but never to ]

show their absence!”

Edsger Dijkstra,1930-2002, T =itEHEIF 3R, 1972FE R

(It has been found a serious problem to define these languages[ALGOL, FORTRAN\,
COBOL] with sufficient rigor to ensure compatibility among all implementations. one
way to achieve this would be to insist that all implementations of the language shall
satisfy the axioms and rules of inference which underlie proofs of properties of programs
expressed in the language. In effect, this is equivalent to accepting the axioms and rules

\of inference as the ultimately definitive specification of the meaning of the language.” )

C.A.R. Hoare, “Thus the practice of proving programs would seem to lead to solution of three of )
1934--, HE+ | the most pressing problems in software and programming, namely, reliability,

SEHRIS5R documentation, and compatibility. However, program proving, certainly at present,
1980FEE R | will be difficult even for programmers of high caliber; and may be applicable only to
\_quite simple program designs.” )




X FIERFIGIE: History

dProgram verification is almost as old as programming
(e.g., “Checking a Large Routine”, Turing 1949)

dIn the late '60s, Floyd had rules for flow-charts and
Hoare had rules for structured languages

dSince then, there have been axiomatic semantics for
substantial languages, and many applications
»Program verifiers (70s and 80s)

»PREfix: Symbolic execution for bug hunting (WinXP)
»Software validation tools

»Malware detection
»Automatic test generation



Semantics Review

dOperational semantics
»>relatively simple, many flavors

»adequate guide for an implementation of the language
»not compositional

dDenotational semantics

>Ma.themati.cal, Canonical and Compositional
dNeither is good for showing program correctness

»Operational semantics requires running the code

»Denotational semantics requires complex calculations
CNeed a semantics for arguing program correctness



BV (Axiomatic Semantics)

AN axiomatic semantics consists of
»A language for making assertions about programs
»Rules for establishing when assertions hold

dTypical assertions (or properties)
»This program terminates

>1f this program terminates, the variables x and y have the same
value throughout the execution of the program

»The array accesses are within the array bounds

dSome typical languages of assertions
> First-order logic
»Other logics (temporal, linear)
»Special-purpose specification languages (Z, Larch, JML)



BV (Axiomatic Semantics)

ODescribes properties of program state

»>State: a function o from variables to values
o E.g., program with 3 variables x,y,z: a(x) = 9,0(y) = 5,0(z) = 2
o For simplicity, we only consider integer variables ¢: V- {0,-1,1,-2,2,---}

> Sets of States:
okg.,.x=1L,y=2,z=10orx=1y=2,z=20rx=1,y=2,z=3"

dAssertions are specified through first-order logic
»Eg,.x=1Ay=2A1<2z<3

»An assertion p represents the set of states that satisfy the assertion
o We will write {p} to denote this set of states

dConcerned with constructing proofs for such properties

»Axiomatic semantics is a set of rules for constructing proofs

»Should be able to]prove all true statements about the program, and not be
able to prove any false statements



First-Order Logic

dTerms

>If x is a variable, x is a term

»>|f n is an integer constant, n is a term

>If t; and t, are terms, so are t; + ty, t; — t, ...

dFormulas
>true and false
>t; < t,and t; =t, for terms t; and t,

>fi\fo, 1V fo, —fy for formulas fi,f;
>3x.f and Vx.f for a formula f

dUse of first-order logic
»Variables from the program as terms

»Operations from the programming language: e.g. +, -, ...
»The usual suspects from first-order logic: true, false, v,A,—,3,V




When does a State Satisfy an Assertion?

dNotation o = A means A holds in the given state o
»Well-defined when o is defined on all variables occurring in A

dFormal definition

o = true always

o = €1 = & iff <(7, e1> \l, n and <(T, 62> l, no and ng = N9
c = e < e iff (o,e1) ] ny and (o,e) | ny and ny < no
o = A NA iff o = A; and 0 = Ay

o = Ai VA iffO':Alol“O":Ag

o = A => Ay iff o = A implies 0 = A

o = VXA it Vne Z.o|x:=n] = A

o = dxA it dneZ.olx:=n = A




Notation: Substitution

dFree vs. Bound Variable Occurrences

> An occurrence of a variable x is bound if it is in the
scope of 3x or vx

»An occurrence is free if it is not bound

»E.g., 3i.k = i = j: kand j are free, i is bound
dple/x]: (other notations: p%, p[x = e])

» the assertion p with all free occurrences of x replaced by e

» to avoid conflicts, may have to rename some quantified variables



When does a State Satisfy an Assertion?

d{ p } denotes the set of states that satisfy assertion
di{pva}l={ptuiat;ipAa}=1{p}niq}
d{-p}=U — {p}

> (U is the universal set)

dSuppose p = g is true w.r.t. standard mathematics

> then {p} € {q}
PX=2ANy=3> , SO{x=2Ay=3}C{



Examples of Assertions

dThree program variables:
>{x = 1Ay = 2} infinite set
»{x = 1A1 < y < 5} infinite set
>»{x =y + z} all states s.t. 6(x) = o(y) + 0(2)
>{x = x}: the set of all states
>{ true }: the set of all states
»{x # x}. the empty set
>{ false }. the empty set



Hoare Triples

dHoare Triples: By C. A. R. Hoare (Tony Hoare)

»Abstract description of constraints that any implementation of the
program must satisfy

»Says nothing about how these relationships will be achieved (in contrast
to operational semantics)

dHoare Triple {p} S {g}:
> S Is a piece of code (program fragment)
»>p and g are assertions
»p:. pre-condition, g: post-condition
»Meaning:

o If we start executing S from any state o that satisfies p, and if S terminates,
then the resulting state o', satisfies g

o Formally, E {p}S{q}: Vo.36".(c Ep A{5,S)lc') » o' Eq
» the relationship between p and g captures the essence of the
semantics of S



Valid Results

dHoare triple {p} S {q} can be seen as the result of proofs

A result {p} S {q} is valid iff for every state o:

>If o satisfies p (i.e., o belongs to set {p})

»and the execution of S starting in ¢ terminates in state ¢’
>»then o', satisfies g (i.e., ¢’, belongs to set {q})

»Is {false} S {q} valid?

dExamples
{ x=1"y=1}skip { x=1} Valid {x=1"y=2}x =x+1{x22} Valid
{ x=1} skip { x=1 " y=1} Invalid {x=1"y=2}x :=x+1{x=y} Valid
{x=1} skip{x=1Vy=1} Valid { x=0 } while x<10 do x:=x+1 { x=10} Valid
{ x=1V y=1} skip { x=1} Tnvalid { x<0 } while x<10 do x:=x+1 { x=10} Valid
{ x=1} skip { true } Valid { x20 } while x<10 do x:=x+1 { x=10} Tnvalid
{ x=1} skip { false } Tnvalid { x20 } while x<10 do x:=x+1 { x210 } Valid




Termination

A result {p} S {q} is valid iff ... S starting in ¢ terminates ...

dWhat if S does not terminate?
»We are only concerned with initial states for which S terminates

QAIl of the following results are valid:
>{ x=3} while x210 do x;:=x+1 { x=10}
>{x=>11 } while x£10 do x:=x+1 { x=10} // cannot terminate
>{ true } while x#10 do x:=x+1 { x=10}




Proof System

dValid result:

»The result is valid w.r.t an operational model

dProof System:

»Derive the valid results without using operational reasoning but
axioms and rules, Purely formally

dProof =set of applications of instances of inference rules

» Starting from one or more axioms
» Conclusions are subsequently used as premises
» The conclusion of the last production is proved (derived) by the proof

QIf a proof exists, the result is provable (derivable)



Properties of a Proof System

dProperties of a proof system (axiomatic semantics) A
» w.r.t. an operational model M

» Soundness (consistency): every result we can prove (derive) in A is
valid in M

» Completeness: every result that is valid in M can be derived
(proven) in A

AdGodel’s /ncompleteness Theorem

»Any consistent formal system that is powerful enough to describe basic
arithmetic contains statements that are true, but cannot be proven within
that system.

»In other words, no such system can be both complete (able to prove all
truths) and consistent (free of contradictions).

»Let us define a relatively complete proof system for SIMP



S

Review the SIMP language

w= gr=ig b == frue a: = r opp,
skip false | n opy
S1; S not b | a1 0pg a2
if b then S else S5 b1 opy, bo OPq
while bdo S ay op,y a9

dx: integer-valued variables
dexpressions are deterministic (for now)
dexpression evaluation does not cause error

and | or
= | € |
> | 2
) == | #LY



Proof System for SIMP

p is an arbitrary assertion
ASkip axiom: { p } skip {p }

dAssignment Axiom: {p[e/x]}x := e{p}
»Example:
o {X+1=y+z} x:=x+1{x =y + z}

o{y+z > 0} x=y+z {x > 0} . e
dinference Rule of Composition: P3S4}t 14} S217)

»example: {p}S1;S{r}

{x+1=y+z} skip {x+1=y+z} {x+1=y+z} xi=x+1 {x=y+Z }

{x+1=y+Zz} skip; x:=x+1 {x=y+z }



PrOOf SyStem for SI M P weakening its postcondition ¢’ < ¢

dinference Rule of Consequence
»Recall that x — y means {x} < {y}
»Example:

x=1Ay=2 — x=1

strengthening its precondition p’ = p

p—-p {pi}Siq} q-¢q
{ris{iq}

{ x=1} skip { x=1)

{x=1Ay=2} skip{x=1}

dEXxercise

»Show that the following rule will make the proof system
inconsistent (unsound) i.e. it will be possible to prove something

that is not operationally valid

trisiqa} q - q

{risiq}




Proof System for SIMP

QIf-Then-Else Rule: {(pAb}S,{q} {pA-b}S,;{q]
»Example: {p}if b then S, else S, {q}

y=1Ay=1=1=1 {1=1}lx:=1{x=1} y=1A=(=1)=>2=1 {2=1}x:1=2{x=1}

{y=1Ay=1}x:=1{x=1} (y=1A=(y=1)}x:=2{x=1)

{y=1}if y=1thenx:=1lelsex:=2 {x =1}

HWhy not simply (P} S1{a} (P} Sz (a)
{p}if b then S, else S, {q}

>Work for {true}if y=1thenx:=1elsex:=2{x=1Vv x = 2}
>not work for {y = 1}if y=1thenx:=1elsex:=2 {x = 1}
o {y=1} x:=2 { x=1} cannot be proven using axioms and rules

o the proof system becomes incomplete i.e. it becomes impossible to prove
something that is, in fact, operationally valid




Proof System for SIMP

dProblem: proving {P} while B do S end {Q} for arbitrary P

and Q is undecidable
»Need to encode the knowledge that went into constructing the loop

dFor each loop, we need an invariant /, an assertion
that must be satisfied by
»>the state at the beginning of the loop
»>the state at the end of each iteration
»>the state immediately after the loop exits
»Finding a loop invariant is the hard part

dWhile Loop Rule

(I ADb}S {I} p—->1 {IAb}S{I} (IA-Db)—q

} or
{I} while bdo S end {I A =b} {p} while bdo S end { q}




FEFELSIEREHI 1: Division

dProof : q: quotient; r: remainder

{(x=0) A (y>0)}

q:=0;

ri=X;

while (r-y)=0do (1) FEAZIV
q:=q+1; | >
ri=r-y

(5)

end I N-b) -
(I O gé

xXx=Z0O)AY>0->x=0xy+x)A(0<x)

A\
Obviously true (2)

qg.
r.

{(x=0)"(y>0)}
0,
X;

{(x=q*xy+tr)"(0=r7)}

whi
q:=
r:=

> end

{(x=CI*y+7”)A(0S?‘)“(?’—y<0)}!!
(3)
{IAb}S{T}

le(r-y)=0do
q+1;
r-y

x=q*y+1r)A O<rNA (r—-y<0) - (x=qxy+nrA 0<r<y)

Trivially true

(x=qxy+r) A O<r)A r—-y=0)
> x=@+1)*xy+r—y)A (r—-y=0)

Can be proved with simple arithmetic

{(x=q*y+M)AO<NA(r—y=0)}
q:=q+1,;
r:=r-y

{x=q*xy+r)A (0<7)}

(4)



FEEEEIES 11: Fibonacci Numbers

dProof: fib(1l) = 1, fib(2) = 1, fib(i+1) = fib(i) + fib(i-1) (i >2)
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» Step 1: Invariant I = f=fib(n-i+1) A h=fib(n-i+2) A i>0
»Step2:{n >0}i:=n;f:=1,h:=1; {1}
o n>0-> 1=fibmn—nm+1) AN 1=fib(n—m+2) A n>0

> Step 3:{IAb}S{I}
o {IAi>1}h:=h+ff:=h-fi:=i-1{T}
o { f=fib(n-i+1) A h=fib(n-i+2) A >0 A i>1 } >{ h+f-f=fib(n-(i-
1)+1) A h+f=fib(n-(i-1)+2) A (i-1)>0}

> Step 4: (I A—-b) > q
o IAi< 1)> f=fib(n)
o { f=fib(n-i+1) A h=fib(n-i+2) A i>0 A i<1} — f=Ffib(n)



Proof System for SIMP

dThe proof system for SIMP is relatively complete
»Relatively: the logic of pre/post-conditions must be complete
»Anything that is operationally valid can be proven

dWhy is the proof system complete?
»Godel's Incompleteness Theorem
o A sound and complete system does not exist

»This system:

o Do not attempt to prove all truths of arithmetic
o Rely on arithmetic externally as an oracle



weakest liberal preconditions (wlp)

dPrinciple: predicate calculus
»calculus to derive preconditions from postconditions
>»order and mechanize the search for intermediate assertions
o easier to go backwards, mainly due to assignments
>"liberal” means that we do not care about termination and errors

dwlp: (prog XProp) — Prop

»wlp(c, P) is the weakest, i.e. most general, precondition ensuring
that {wlp(c, P)} c {P} i1s a Hoare triple
o greatest state set that ensures that the computation ends up in P
»Formally: {P} c {0} < (P = wip(c, Q))

dExample:

wip(X := X +1; X
wip(while X < 0 X :
wip(while X = 0 X :

=
+ +

X X



A calculus for wip

Adwlp is defined by induction on the syntax of programs
»wlp(skip,P) £ P
»wlp(fail,P) ¥ true
»wlp(x := e, P) € P[e/X]
>wlp(s; t, P) & wlp(s, wip(t, P)) (backwards)
»WIp(if e thenselset,P) £ (e — wlp(s,P)) A (me - wlip(t, P))
»wlp(whileedos,P) £ 1 A((eA]) = wip(s,)) A((—me AI) = P)
o While loops require providing an invariant predicate |
EIExample: wlp(if X < OthenY := —XelseY:=X,Y = 10)

=X<0-wlp(Y:=-XY=210) AX=0 - wlp(Y:==XY = 10))
=X<0->-X=210)AX=20-X=>10) = X=>10 vX <-10

AN

/E : e > QisequivalenttoQV —e wlp generates complex formulas, it is

important to simplify them from time to time



Properties of wip

AExcluded miracle: wlp(c, false) = false

dMonotonicity: if P — Q, then wip(c,P) — wlp(c, Q)
dDistributivity:

»wlp(c,P) Awlp(c,Q) = wip(c,PAQ)

»wlp(c,P) Vwlp(c,Q) = wip(c,PV Q)
dDuality: (P - wlp(c,Q)) < (slp(P,c) —» Q)
dStrongest liberal postconditions: slp: (Prop xprog) — Prop
»Allows forward reasoning

»Strongest postcondition: {P}c{Q} < slp(P,c) - Q
> Liberal: Does not care about non-termination




Calculus for slp

dslp(P, skip) £ P

JAslp(P, fail) £ false

Uslp(P, X :=e) £ 3v: P|[v/X] AX = e[v/X]

dslp(P,s; t) = slp(slp(P, s), t)

Uslp(P,ifethenselset) € slp(PAe,s) Vslp(P A —e, t)

dslp(P,whileedos) € (P->1)A(slp(IAe,s) 2 )A(—e A
> is the loop invariant




Program Verification

dGiven an axiomatic semantics, prove {p} S {q} and/or [p] S [q]
»S is a program fragment
»p Is something we can guarantee
> Is something we want S to achieve
»Need to find loop invariants
»Need to find termination function for proving total correctness

dGenerate Verification Conditions:
»generate mechanically logic formulas ensuring the correctness
o wip, slp calculus
»reduction to a mathematical problem, no longer any reference to a
program
»use an automatic SAT/SMT solver to prove (discharge) the formulas or an
Interactive theorem prover

QAlf we find a proof, S is correct
dA counter-example uncovers a bug



Verification Condition Generation (vcg)

didea: propagates postconditions backwards and
accumulates verification conditions from loops

Jdvcg,: prog — P(Prop)
»veg,({Pie{Q}) = let (R,C) = vegs(c,Q)inC U{P — R}
»C is the accumulated verification conditions from loops
dvcg.: (stmt X Prop) = (Prop X% (Prop))
»vegs(skip, Q) £ (Q )
rvegs(X =e,Q) = (Q[e/X], D)
»vegs(s;t,Q) ¥ let (R,C) = vego(t,Q) inlet (P,D) = vcg.(s,R) in (P,CU D)
»vcgs(ifethenselset, Q) £ let(S,C) = vegs(s,Q)inlet (T,D) =
vegs(£,Q)in((e »S)A(—e - T),C UD)
»vcgs(while {I}edos, Q) £ let(R,C) = vecgs(s,Din(LCU{(IAe) =R, (I A
—e) = Q})




Verification Condition Generation

dExample:
»consider the following Hoare triple

{N>0} X<« 1,1«0;
while {X =2/ A0 </ <N} I < Ndo
(X «2X; [ < 1+1)
{X=2"}

»We get three verification conditions
G (X=2AO<I<N)AI>N=X=2N

GE (X=2A0<I<NAI<N=2X=2H1A0<I+1<N

(from (X =2/ AO < I < N)[I +1/1,2X/X])

GEN>0=1=20/A0<0<N

(from (X =2/ A0 <1 < N)[0/1,1/X])

»Now, we can check/prove these conditions using SMT/SAT or an
Interactive theorem prover (e.qg., rocq)



Summary

OdAxiom Semantics: describes properties of program state

OHoare Logic:
» allows us to reason about program correctness

» Annotations are required
o Loop invariants
o Contracts: preconditions and postconditions

> Verification can be reduced to proofs of simple logic statements
o Verification conditions must be proven
o SMT/SAT solvers or interactive theorem prover

dProving has not replaced testing and debugging (and praying)

dApplications of axiomatic semantics
» Proving the correctness of algorithms (or finding bugs)
» Proving the correctness of hardware descriptions (or finding bugs)
» “extended static checking” (e.g., checking array bounds)
» Documentation of programs and interfaces



(Optional){Edk:

dProve the following 1/0

{IN =<1,2,..,100 > AOUT =<>}

read x;

while x#100 do

write Xx;

read x;

end

{OoUT =<1,2,..,99 >}
dProve GCD

{x=mAy= n}

while (x # y) do
if(x<y)then y:=y-Xx
else x:=x-y

{x= ged(m; n)}




(Optional) {Edk: Arrays

dHoare logic rule for arrays
»Use a specific theory of arrays (McCarthy 1962)

»Enrich the assertion language with expressions A{e — f}
o Meaning: the array equal to A except that index e maps to value f

> Axioms:
o Write: {P[A{e — f}/A]} A(e) = f{P}
o Read: A{fe — f}(e) = f; (e # &) - (Afe » f}(e) = A(e))
QdArray swap:
»>Prove {A(I) =x AA(J) =y} p {A(D) = yAA()) =x}
»Where the program p & T := A(D; A() == A()); A(J) =T



(Optional) {EJk:

dHoare rules for
>function calls: {P} x:=f(x1, x2,....xn) {Q}
»Assignments with side-effects (e.g., memory aliasing)
oEg.{*y=5o0orx=y}*=5{*x+*y =10}
»Handling mutable records: : RECORD f1:T1; f2: T2 END
o i.e., Structs in C or class in Java/C++
»Handling a parallel composition statement stat || stat
o 51 || s7:
< execute s; and s, in parallel,
< terminates when both s1 and s2 terminate



