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RIHRECRE (QA)

dToday, QA is mostly testing

“50% of my company employees are testers, and the rest
spends 50% of their time testing!” —— Bill Gates 1995

> Still true today (2026) AP

Languages and Type

dBig Picture of QA Systems

Dynamic Program
Analysis

Model
Checking
and
Theorem
Proving

Static Program
Analysis

Model Based Software
Development and Analysis




Program testing

dProgram testing vs verification
> Verification of assert(Q): vx: P = Q
»Bug-finding of assert(Q): 3x: P A =Q

dBugs and Reachability

»Convert error case into reachability problem
o assert(p) -> if(!p) ERROR;
o *x ->if(x == NULL) { ERROR; } return *x;
o a[i] ->if(i<0 || i>a.length) { ERROR; } return ali];
»"“Bug finding” is now just about finding inputs that execute
every program path

dRandom testing
QST TURSESNtESE



FEH1T (Symbolic Execution)

dReason about behavior of program by “executing” it
with symbolic values

PERST—FIKRE, BEWINEFEDBE

dOriginally proposed by James King (1976, CACM) and Lori
Clarke (1976, IEEE TSE)

dBecame practical around 2005
»because of advances in constraint solving (SMT solvers)



FSHITEEH

1 int x =y =z = 0;
02 if (a) {

03 X = =-2;

04 }

85 if (b < 5) {

6 if ('a && c) {
07 y = 1;

e8 }

09 Z
10 }
11 assert(x +y + z != 3);

:2;

Concrete Execution

a=b=c=1

Symbolic execution on a path

x=y=z=0

a = a0, b=b0,c=c0

true

x=y=z=0

=-2

true

true

X=-2

false

false

z2=2

2+0+0!=3

-2+0+2!=3 /




Symbolic Values and Path Conditions

dSymbolic values:
»Unknown values, e.qg., user inputs, are kept symbolically
»Symbolic state maps variables to symbolic values

dPath Conditions:

»Quantifier-free formula over the symbolic inputs that encodes
all branch decisions taken so far

Symbolic input values: xo, Yo function f(x, y)
: . ____—T z=x+tYy; TEJ
Symbolic state: if (z > 0)_{ Path condition:
Z:XO+yO }... X0+y0>0

}




Satisfiability of Formulas

dDetermine whether a path is feasible:
»Check if its path condition is satisfiable

dDone by powerful SMT/SAT solvers
»SAT = satisfiability, SMT = satisfiability modulo theory
»E.g., Z3, Yices, STP
»For a satisfiable formula, solvers also provide a concrete solution

»Examples:

o a0 + b0 > 1: Satisfiable, one solution: a0 = 1, b0 = 1
o(@0 + b0 <0)A (a0 -1>5) A (b0 > 0): Unsatisfiable



Formalizing Symbolic Execution

dGuards:

»g = true | false | notg | g, opy g, | as1 Op, as,
dSymbolic Environment: ) € Var - a

>a; = o | n | agy opg

As2

dSymbolic Evaluation of Expressions and Statements

Expr

<Za a1> | as <27a2> J as2
<Z,a,1 “T- a,2> | as1 + aso

big-add

Stmt big-ski
(9,3, skipy | (g, By & P

<g> b3 81> U <g,7 2’> <g’7 2/7 32> U <g”a 2”>
9, %, s1582) § <g", X")

big-seq

<Z,a> | as
<g727$ = a’> J <g,2[£€ — as]>

big-assign




Formalizing Symbolic Execution

d Branching

Eb)lg gng'saT (gng, X s1) <", E)
(g,%,if b then s; else sg,) || (¢", ¥

big-iftrue

<27 b> U g, g N —'g/SAT <g A ﬁgla 2, 82> J <g”7 2,>
(g,%,if b then s; else s9, ) | (¢", ¥’

big-iffalse

dLoops
E,0)l g gAg'sAT {gAg, %, s;whilebdos) || (g", %)
(g,¥,whilebdo s, ) || (¢", 3"

big-whiletrue

: ?
Q. What's wrong here: (b1 g g —gSAT

{(g,%,whilebdos,) | (g A —¢', )

big-whilefalse



Symbolic Execution of Loops

dLoop invariants can be used if given

dBut we can choose to explore only partial set of paths
»k-bounded loops (often: k < 3)
»“Unsound” for verification

»Sound but “Incomplete” for bug finding
o formulas for a given path can be solved to find a witness = test input

k>0 (,b)lg gAgSAT {(gAag, % s;whilex_4 bdos) | (", )
(9%, whilex bdo s, ) § {¢", %)

big-whiletrue

(E,b)l g g A —g'SAT
{(g,¥,whilexy bdos,) | (g A =g, %)

big-whilefalse



Symbolic Execution: A Generalization of Testing

dWhat input values of a,b,c will cause the assert to fail?

1 int x =y =z = 0;

02 if (a) { ,
03 x = -2; line | g E
04 }

85 if (b < 5) {

6 if ('a && c) A
07 y = 1;

08 }

09 y4
10 }
11 assert(x +y + z != 3);

:2,




Symbolic Execution: A Generalization of Testing

dWhat input values of a,b,c will cause the assert to fail?

1 int x =y =z = 0;

02 if (a) {
03 X = -2;
04 }

85 if (b < 5) {

6 if ('a && c) A
07 y = 1;

08 }

09 y4
10 }
11 assert(x +y + z '= 3);

:2,

line g D

0 true aro,b-B,cHy

1 true vy X 0,y= 0,z 0
2 1 X 0,y~»0,z-0
5 —aAB =5 x>0,y 0,z-0

—AAB=5A0+0+0 %3

X 0,y 0,z 0



Symbolic Execution: A Generalization of Testing

dWhat input values of a,b,c will cause the assert to fail?

1 int x =y =z = 0;

02 if (a) {
03 X = -2;
04 }

85 if (b < 5) {

6 if ('a && c) A
07 y = 1;

08 }

09 y4
10 }
11 assert(x +y + z '= 3);

:2,

line g D
true ar abeBcHy
true vy X2 0,y 0,z-0
- vy X 0,y~»0,z-0
—aAB<5 X2 0,y 0,z 0

O N O 01 N = O

“—aAB<5AY
0 AB<5AY
0 AB<5AY
0AB<S5AYA=(0+1+2+#3)

vy X 0,y~=0,z-0
X 0,y 1,20
X 0y 1,20 2

X 0y 1,20 2



EXEC U t i O n Tree Symbolic execution

a =agb = by,c = ¢y

x=y=z=0
01 int x =y = z = 0; X=sal alO "
1 \
92 if (a) { —
93 X = -2; T by < 5 by <5
04 } F A
85 if (b < 5) {
@6 1f (Ia && C) { —|a0/\C0 ao/\bozs —|a0/\C0 —|Cl0/\b025
07 y = 1; F
) T F
08 } y= z=2 y= T z=2
09 Z = 2; z=2 7=9
1@ } ao/\b0<5 ao/\b0<5 _Iao/\b0<5 _Iao/\b0<5
11 assert(x +y + z != 3); A—ag A A =(—ag Acy) A—ag A A =(—ag Acp)
\ J \ )
Y Y
infeasible 0+1+2=3

Assertion violated



Execution Tree

QAIl possible execution paths
»Binary tree
»Nodes: Conditional statements

»Edges: Execution of sequence on
non-conditional statements

»Each path in the tree represents
an equivalence class of inputs
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Applications of Symbolic Execution

dGeneral goal: Reason about behavior of program

dBasic applications
»Detect infeasible paths
»Generate test inputs
»Find bugs and vulnerabilities

dAdvanced applications

»Generating program invariants
»Prove that two pieces of code are equivalent
»Debugging

»Automated program repair



Problems of Symbolic Execution

dLoops and recursion: Infinite execution trees

dPath explosion:
»Number of paths is exponential in the number of conditionals

dEnvironment modeling:
»Dealing with native/system/library calls “if ( file.read() == x)

AdSolver limitations:
»Dealing with complex path conditions
o “x°+ 3x3==y”
o “p->next->value == x”

dHeap modeling:
»Symbolic representation of data structures and pointers

o4



Examples

Consider: What if we could not (or did Consider: What if our solver cannot
not want to) analyze double as if it is handle non-linear arithmetic or modulo?
an external function?
1 int double (int v) { 1 int foo(int v) {
2 return 2xv; z return v*v%50;
3} 3}
4
5 wvoid bar(int x, int y) { 5 void baz(int x, int y) {
6 z = double (y); 6 z = foo(y);
7 if (2 == %) { 7 if (z == x) ({
8 if (x > y+10) { 8 if (x > y+10) {
9 ERROR; 9 ERROR;
10 } 10 }
11 } 11 }
12} 12}




Concolic Execution

dConcolic Execution:
»Concrete execution + symbolic execution
»Perform concrete and symbolic execution side-by-side
»Gather path constraints while program executes

> After one execution, negate one decision, and re-execute with
new input that triggers another path

Instrument program to collect path constraints during concrete execution

Run program with concrete inputs (initially random) to collect path constraint g
Negate last clause ingand solve for model

If SAT, then get satisfying assignment as new input and repeat from 2

If UNSAT, then pop off last clause and repeat from 3

Sl BS SIS =

dConcolic testing:
»Use concolic execution for program testing



Concolic Execution: Example 1

1 int double (int v) { 1. Input:x=0, y=1
2 return 2xv; e Path: (2*y !=x)
3}  Next: (2*y ==x) :: SAT
é vold bar (int x, int y) { 2. Input:x=2, y=1
‘ , = double' _— .  Path: (2*y == x) && (x <=y+10)
7 if (z == x) {  Next: (2*y ==x) && (x >y+10) :: SAT
8 if (x > y+10) { 3. Input:x=22,y=11
; RS « Path: (2*y == x) && (x > y+10)
i } +  Bug found!!

}*A
N
—



Concolic Execution: Example 2

1 int foo(int v) { 1. |nput: X=22, y=7
2 return v*v$%50; e Path: (49 !=x). // y*y%50 = 49%50 = 49
3}  Next: (49 ==x) :: SAT

o 4 o - 2. Input:x=49, y=7
O ey « Path: (49 == x) && (x > y+10)
if (z == x) { e Bugfound!!
if (x > y+10) {
9 ERROR;
10 }



Concolic Execution

dKey advantage: Always have a concrete input in parallel

»When constraint cannot be modeled (e.g. external function,
features not handled by solver), replace with concrete value.

dSoundness:
»Concrete replacement is a true under-approximation
»Unsound Example:

1l int foo(int v) { 1. |nput x=0, _8
‘ return vxv%50;  Path: (14 I=x) // y*y%50 = 64%50 = 14
c ) e Next: (14 == x) :: SAT
: void baz(int x, int y) { 2. Input: x=14, y=8
e * Path: (14 ==x) && (x <= y+10)
if (x > y+10) {  Next: (14 == x) && (x> y+10) :: SAT
} BRROR; 3. Input: x=14, y=2
} e Path: (4 !=x)

} e Unsoundness!



Concolic Execution: Limitations

dPath Space of a Large Program is Huge
»Path Explosion Problem

Entire Computation
Tree

Explored by
Concolic Testing




Concolic Execution: Limitations

dConcolic Testing vs Random Testing

Concolic: Broad, shallow Random: Narrow, deep



Hybrid Concolic Testing

dinterleave Random and Concolic Testing
»4X more coverage than random testing
»2X more coverage than concolic testing

‘§

i@

Deep, broad search

while (not required coverage) {
while (not saturation)
perform random testing;
Checkpoint;
while (not increase in coverage)
perform concolic testing;
Restore;

}



Concolic Execution: Summary
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(Optional) {Eik: Z&H#lexecution tree

dDraw the execution tree for this function. How many
nodes and edges does it have?

function f(x,y) A
var s = "foo";
if (x <y) {

s += "bar";
print s;
}
if (y === 23) {
print s;
}
}




(Optional)IiH: FSHITIHESH

dPopular Symbolic/Concolic Tools
»DART (Directed Automated Random Testing)
»CUTE (Concolic Unit Testing Engine)
»KLEE ( “dynamic symbolic execution” ), CGiES
>SAGE (Scalable, Automated, Guided Execution aka “whitebox fuzzing” )
»Java PathFinder, SymbolicPathFinder, JBSE
»>Angr
»PyExZ3
»Jalangi

> ...
OiEIMEE—FEGSHITIR, 23#EH, FHES(ERRS
> A~/>F1000=%
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