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IBITMENX (Denotation Semantics)

dRevisit the flow function f: L —» L on an instruction inst
»>We define it as ¢’ = f[inst] (o)

»What does f[inst] here mean?

o flinst] is a partial function from states to states!
o flinst] is the denotation of inst

dRevisit SIMP

statements

arithmetic expressions (AExp)
program variables (Vars)
number literals

boolean expressions (BExp)

>3 8 O W
<

Meta-Variable

S Z= z;=—a b 1= true 0 == opp = and|or
skip false | n op = < | £ | =
S1; S2 not b | a1 0Py a2 | > | =
if b then S else Ss b1 opy bo ops = +|—|=*|/
while bdo S a1 Opy G2

Abstract Syntax



IBITMENX (Denotation Semantics)

dDenotations of Aexp: A: Aexp — (Z - N)

Aln] = {(o,n) | 0 € £} A[n] = Ao € Z.n

A[X] = {(0,0(X)) | 0 € &} Equivalent A[X] = Ao € .0(X)

Alao + a1] = {(o,m0 + n1) | (0,70) € Alao] & (0,n1) € AJa]} A-notation  grgq 4+ q,] = Ao € E.(Afac]o + Afai]o)
Alao — a1] = {(o,m0 — n1) | (6,m0) € Alao] & (0,n1) € Afa1]} Alag — a1] = Ao € Z.(Afao]o — Ala,]o)
Alag x a1] = {(0,n0 X n1) | (0,10) € Afao] & (0,n1) € Afa1]} Alao X a1] = Mo € E.(Afao]o x Afai]o)
dExample

»For any state o:

A[3 + 5]c = A[3]oc + A[5]c =3+ 5 =28



IBITMENX (Denotation Semantics)

dDenotations of Bexp: B: Bexp —» (Z > T)

B[true] = {(o,true) | o € T}
B[false] = {(o, false) | o € £}

Blag = a,] = {(o,true) | 0 € £ & Afag]lo = Afai1]o}U

{(o,false) | 0 € & & Alao]o # Alai]o}, = Eachdenotationis a function

= Forexample, forallo € X,
Blao < a1] = {(o,true) | 0 € £ & Afag]o < Afai1]o}u

{(o,false) | 0 € T & Afag]o £ Ala:1]o}, Blao < a1]o = {true if Afag]e < Afa,]o,

false if Afago £ Ala]o
B[-b] = {(0,~rt) | 0 € £ & (0,t) € B[b]},

Blbo Ab1] = {(o,to AT t1) | 0 € Z & (0,t0) € B[bo] & (o,t1) € B[[blll},

Bﬂbo Y b1]] = {(U,to Vo tl) | cEX & (O’,to) € Bﬂbo]] & (0’, tl) (= B[[bﬂ]}



IBITMENX (Denotation Semantics)

dDenotations of Com: ¢: Com —» (Z - %)
»Com stands for commands/statements/Instructions

Clskip] = {(0,0) | o € T}

C[X :=a] = {(6,0[n/X]) | o € £ & n = Ala]o}
Clleo; 1] = Clea] © Cleo]

C[if b then co else c;] =

{(o,0") | B[b]o = true & (0,0’) € C[co] }U
{(o,0") | B[b]o = false & (o,0") € C[c1]}

| Clwhile bdo o] = fil) | > Let us explain why this is.

where

I'(¢) ={(0,0") | B[b]o = true & (0,0') € poC[c]} U
{(o,0) | B[b]o = false}.



IBITMENX (Denotation Semantics)

dDenotations of Com: ¢: Com —» (Z - %)
»w = while b do ¢ (use w to denote while b do ¢)
»w ~ if b then c; w else sKip

Clw] ={(o,0") | B[b]o = true & (0,0') € C[c;w]} U
{(0,0) | B[bjo = false}
={(0,0") | B[b]o = true & (0,0') € C[w] o C[c]} U
{(0,0) | B[b]o = false}.

I'(¢) ={(0,0") | B[b]o = true & (0,0’) € poC[c]} U
{(0,0) | B[b]o = false}.

When ¢ =T'(¢p), ¢ (the fixed point of I') denotes Cw].



1B
Lemma 5.3 For all a € Aexp,

Ala] = {(o,n) | {a,0) — n}.
Lemma 5.4 For b € Bexp,

B[b] = {(o,?) | (b,0) — t}.

Theorem 5.7 For all commands c

CIIC]] - {(070,) | (Ca U) . 0,}°

« Formal proof requires structural induction
« (Optional) Refer to Chapter 5.3 of “The Formal Semantics of
Programming Languages”



https://www.cin.ufpe.br/~if721/intranet/TheFormalSemanticsofProgrammingLanguages.pdf
https://www.cin.ufpe.br/~if721/intranet/TheFormalSemanticsofProgrammingLanguages.pdf

fefriE X AHER

dEquivalence: cy~c,iff [co] & [c4]
»coll & lcq1] means Vo.[cpl(0) & [c1](0)
»>[coll © lcq] also means V o,0’.{cy,0) » 6’ < (c{,0) > 0

>If ¢y and c; are semantically equivalent and ¢, is more efficient in
terms of running time or memory, the compiler would be happy
using c; to replace ¢y during its optimization passes

dFunction/Method Summary (EREHEE):
> Let ¢y and c,be two call instructions to the same method m
>Then [[¢co] & [cq].
»given a state o, if we have ¢’ = [¢,](0), we conclude ¢’ = [¢,](0)

»implying that we do not need to analyze method m a second
time with the given state o




FefriE X =] s

ENTER main ',.-"': ENTER P
° ° e ° ° S.{x, ‘."f ‘-": ]
OPossibly uninitialized variables |*"™ s

> Reps, POPL 1995 READ(x) / IFa>0

i i ASS
AS.S-(x} / : I

declare g: integer ns
n2 READ(g)
program main care | S I AS.-e)
begin A$.5-{g) ‘ “:j_'.'::::.'.'.':'.__.. hsS n6
declare x: integer S ama-g |
read(x) L3 { A Sif (ae. ! (geS)
call P (x ) 3 7 else S-fa)
end \ 58 l, CALL P
lH:&AgEI RERME ¥R 1E EXIT main FO N
.3 o 31 FRlambdasE K 2 FROM P
rocedure P (value a: integer 2] ek
gegin ( ger), XJ N source T3 RAYIETRIE X ey | ASs
if (a > 0) then o ECIN[READ(x)] = AS.S — {x} / m':T
o NUEPHE yAn g AN=] | c As.5-(a) / PRINT(a,g)
read(g) DAIZPTEN2FIN7HK 2 5l 1E A, L
a=a-g ﬁ?ﬁ%iﬁfiﬁﬁlﬁﬁg?&ﬁﬁﬁ Y /ls'S
call P (a) o WX PRI IER? e
print(a, g) s, S| EXITP

end Supergraph (ICFGEZ#, AREGQHKFMAFENT )




CFLai R E3th

dDyck-CFL:
> IESLERN E T EXRES

S>{Sh !l {zS} 11 SS|e€

QiEESTEEIFARIITIRE
»Feasible path:
O Smains M2, {1, Sps >, €p, }1, N3, €mgin
»Infeasible path:
O Smain N2, {1,Sp, """, €p, }2, Mg, €p,
© N7,{2,Sp, """, €p, }1, M3, €main
>IETE—RIBE, WMFRXIRIE LRI
St Dyck-CFLAYA]F, MiZE
ZEuTIEERE, SUEAaTEE

AS.{x.g}

AS.5-{x}

AS.5-{g)

ASS

A S.S<x/a>
!‘ﬁ....--&.,\‘
£ A
£ 7
main F ‘:4 “r
ENTER main I ENTER P
/ :
/ £ AS.S
i / ,F
nl { ’ né
1 ,' l;
READ(x) / i IFa>0
/ i ASS
/ £
/ ; "
n2 V4 ] READ(g)
CALLP // E Ass l AS.5-(g)
e AS s““
f',.ﬂ----..\__\ 3 n6
= .\\ E.“ a:=a-g
RETURN 3 AS.if (ae S) or (geS)
FROM P \, { 2 “-\ ‘ then SU {a)
\ n7 else S-{a}
\
A\ CALLP
\ . —
. \ S ' AS.S-{g}
main \
EXIT main } 1 3 ] n8
\ #~ RETURN
\ 7/ FROM P
i xssu/[ } AS.S
E ! 2 n9
AS.5-(a) | f PRINT(a,g)
i/
i/ AS.S
Pk
\ \ €p
%% | Exre
\.\ -




Distributive Denotation

(1Denotation is a function

dDistributive (3 He )
Vv e Insts,x,y € X:

flv](x) u flv] () = flv](x U y)
»Hold for composition:

If both fiand f, are distributive, then their
composition f; o f,Is also distributive.

dPossibly uninitialized variables:
> A IEELR R EN G m e Bt
>5]: 2S.S — {g}

AS.{x,g}

AS.S-{x}

AS.5-{g)

ASS

A S.S<x/a>
.l' ; ", ."
main ¢ * P
ENTER main ENTER P
l AS.S
nl
READ(x) IFa>0
\lis
nS
n2 READ(g)
CALLP ASS ] AS.5-(g)
Seaicisine” ASSY
——. y né
=) L 2 a:=a-g
RETURN AS.if (ae S) or (geS)
FROM P J then SU {a)
n7 else S-{a)}
CALLP
V‘-u. 7
e - 1 % TS - As.S-(g}
main
EXIT main s
RETURN
FROM P
ASS-(a) / l AS.S
: : n9
ASS-(a) | PRINT(a,g)
/ AS.S
‘p
EXITP




iR R RETETEX [m]?

QERERREGHED TS
>ETE—FIER, Hil BRI B SEzZ SR EE
>Supergraph_EHEEM R BJFE ERIRAYMERE e et E|—HCia X = E]
ERFR1EaHJdenotationiE X
o /{TEEEM, s, Ele, IFTE R REREImeetE|—IE R ZIMEYdenotation
>R BRI eeB 2 (loops or recursions) ?
>aJiilEMerge Over Flow(MFP)5Merge Over Paths(MOP)Z{/}
o IFPNE (Optimal) : & (FERFoRE) 247
>BEARIEITE, SRIERIEH




261 WIRERITRERESTETRIENX

AS.{x,g}

AS.S-(x}

AS.5-{g)

ASS

main
ENTER main

nl
READ(x)

CALLP

n3
RETURN
FROM P

main
EXIT main

A S.S<x/a>
; 3
t""’ s P
H ENTER P
AS.S
n4
IFa>0
\lis
nS
READ(g)
AS.S ‘ AS.5-{g)
AsS}
4 n6é
a:za-g
l AS.if (aeS) or (geS)
then SU {a}
n7 else S-{a)
CALLP
................ Ty AS.S-(g}
..... > n8
RETURN
FROM P
AS.S-{a} ‘ AS.S
] n9
A85-(a) § PRINT(a,g)
/ ASS

[P] = [e,] e [IFa > O] o [s,J u -~ =2S.S U+ =2S.S

¥ T 1+ E [main]:

[main] = [eyainl © [call P] o [READ(X)] ° [Syqinl
=AS.S o (AS.S—{g} U AS.S) o AS.S — {x} o AS. {x, g}
=2S.S o (AS.S— {g} U AS.S) o AS.{g}
=2S.S o AS.S02S.{g) = AS. {g}

tk, TR EREEgERIRERYIIRIL

FRRIEFHERAMHIANK[TE
2 configuration Y B FRESN B ESNEL: IFDSI



BT IFDSHYSUER

01995F HRepsE AR

Thomas Reps, Susan Horwitz, and Mooly Sagiv. “ Precise interprocedural
dataflow analysis via graph reachability”’, POPL 1995

> IFDS (Interprocedural, Finite, Distributive, Subset) problems
o E3Kconfigurationgydataflow facts;TcEZEEER

Thomas Reps

o Ekflow functionsi®ERHELE: Vv € Insts,x,y €S: f,(x)Uf,(y) = f,(x Uy)

>R

The representation relation of f,

graph) defined as follows:

Rr=4 {(0,0)}
v {0,y)|lyef()}
vi{xy)lyef({x}andyé f(D)}. O

)

+ BEREE—FBESERIT S LT TIE

D!Ivi&ﬁiﬁﬁ*ﬁlﬂzﬂﬁﬁwcn Ak )RR
PRETEE AT RE (RIE

Definition 3.1.
Ric(Du{0})x(Dw{0}), is a binary relation (ie.,

<15

14: 212 8) 5216 || o Dlacbh_5plabl [ oba Bk g planbic]
id = AS.S a=\S.{a} f=AS.(S—{a})u{b}
a b 0 a b 0 a b c
a b 0 a b 0 a b c




1GIFDS|n)ERsE{Y CFL-ai& [ a) R
D%tltﬁﬁ DI ML ERENEEC RS — TR 3R, 3RT

LLLLL

SuperGraph

ssssssss

FIRIFREE]

Exploded
SuperGraph

\\\\\\

idiinfeasible path



1GIFDS|a)RiEE{L CFL- oA [ e R

AXIFaIgeRIntE S Ea:
> 25 BT AR A PAN T BRI S Bl 2

KERBE|PFE—SMAmain REIN O E HRIFE
R DEI’erasnbIe_JJ_FéZ{I
QR EREIEIREN :

>XFRREIM, TEs,AbAYdata factsFfte, ,4bAY

data factsH
denotation [m]

- EES58E)

o [[P] =

A Z (B CFLRIA PR FR AR MAY

0 [[maln]] = ?\S {0,g}

aE T ECFLA AR ?

Exploded
SuperGraph

\\\\\\




ITECFLahX M : CYKEE
ACYKRZE2—MEISHYRZE

»Invented by John Cocke, Daniel Younger, and Tadao Kasami

AfRECFLF~=43\/3Chomsky Normal Formfz{,

>»A - BC(4, B, C are non — terminals) or

>A - d (d is a terminal) or ﬁll Cont.ext—free;c]g'ra;nmars can
- e rewrlitten to this form.
»S — € (only the start symbol can derive €)

ARAREZE: EEZEERI TN AIARTILEE =]

gy B B C
£ O o—o—p

"""""""""""""""""""

ot A A
(a)d — E (b)d —- B c)d - B C

> T AT S STmCHIBBRI SR
>0(N?3) time, O(N?4) space, NEIBE{EFEETNTR=HBETEn* (D +1)




CYKELETRBE

W 7 g =]

> RO
>CYKE XS

© O

e =b N = NIV S
SITEIIRERERANIA

Entry(main)

1%

QAESIHR

—%@ﬂ eMJLNNARENIREERNIN,
SHESITE

———
- — o
- L
- -~
- —

\~~ _
-—
o -
e o =



TS CFLEiXE: Tabulationg;%

QRERMM B entry &= A00 d@Entry(main) {

> A IJentry R IRRIRHIT IR )
>REAEEIR, ~*arrEEETTHR

> A0 entry 2 JE R R E8HYentry B3
DhtEFﬁEMentry_JL_El’.‘lJ_h O
>R EE—HNEE, SREaRIiMentry IR FEFF R ERIA

QX iR R A R R R EEE

d@Entry(main)

‘Q o/ :f-\,, f\“ {

N SSz.e_______----" 4 7\ \
1 NS, T - _- \ \
I T=< -~

~. @ S == \ \
e TS s—e T \ \
e T T T T T - I l
\ I I

\ \\ / /

\ \\ / /

b N 4 v

Y




Tabulation&;%

QO(ED3) time, B 5%
>ERHEENE, DEFUERES
> IR0 EA

(Sp,dq1) = (n,dy)

Mmainm[iXRIEEE, EEMentryFFIaRIAIE DT
=a\(EHEERE

(EFREERITE
ffabR 7 ¥E STt

£=d

e~
3

HERRAESHT <

declare PathEdge, WorkList, SummaryEdge: global edge set
algorithm Tabulate(G}p)

begin
[1] Let(N*,E*)=G}p
.2 PathEdge = { <Smain5 0) =¥ <smal'n’ 0) }
3 WorkList := { <smaim 0) —> <smains 0) }
4 SummaryEdge := &
[5 ForwardTabulateSLRPs()
[6 for each neN"do
7 ={d,e D | 3d, e (Dv{0})such that{s,,.or)> d1) = {n, d,) € PathEdge }
8 od
end
procedure Propagate(e)
begin
[9] if e € PathEdge then Insert e into PathEdge; Insert e into WorkList fi
end
procedure ForwardTabulateSLRPs()
begin
[10] while WorkList # & do
11 Select and remove an edge (s,, d,) — (n, d,) from WorkList
12 switch »
[13 casen e Call, :
[14 for each d; such that (n, d2) = (Scatteaprocny> d3) € E* do
.15 Propagate«scalledl’roc (n)> 3) = <sca11edProc(n),
16 od
[17 for each d5 such that {n, d,) — (returnSite (n), d;)e (E* U SummaryEdge) do
18 Propagate((s,, d,) — (returnSite(n), d3))
19 od
[20 end case
21 casen =e, :
22 for each c € callers (p) do
23 for each d 4, ds such that (¢, d;) — (s,,d,)€ E” and (e, d,) — (returnSite(c), ds)€ E* do
[24 if (c, d4) — (returnSite(c), ds) & SummaryEdge then
[25 Insert {c, d4) — (returnSite (c), d s) into SummaryEdge
[26 for each d such that (spmof(c), ds) — {c, d4) € PathEdge do
27 Propagate(( procof (¢)» d3) — (returnSite (c), ds))
28 od
29 fi
[30 od
31 od
32 end case
33 casene (N, —Call, - {e,
34 for each (Jm d3)such that(n d,) —(m, d;)e E* do
35 Propagate((s,, d,) — (m, d3))
[36 od
37 end case
[38] end switch
[39] od

end




BllF: AIEERVIILIEEI=R

QBESLU SRR M (Smain, 0)BIIE
>AEgENS5,n6,n7,n8,NAANIX
> EEMB R RIX
> g BERIIR T =




IDE[a)ER: IFDSHIFCIREUREIAYY B

QIFDSERdata factsTt== =GR

QIDE(Interprocedural Distributive Environment)|a)gi:

»Environments Env(D, L): a set of functions from D to L
o D: a finite set of program symbols (same as in IFDS)
o L: a finite-height meet semi-lattice with a top element T
+ LAIEER—MHEME, FJLUFRRLREENvalue
o Meet operator: env, N env, Is Ad. (env,(d) N env,(d))
»Flow function (environment transformer): t: Env(D,L) » Env(D, L)
o distributive: Venv; € Env(D,L),and d € D, (t(N; env;))(d) =n; (t(env;))(d)
o BEMRERLUH A81Nd € DITEEAARRER RN € LRYE, DFILEEBIR
0 e =
iES HFitELinear Constant Propagation
»F.={M.(axl+b)Ncla€Z—-{0},b€eZandc € Z}

»f e F,.: (ab,c) f:)\l_{T b=T

(axl+b)MNc otherwise




IDE|a)REf Tabulation&ix

procedure ComputePathFunctions()
begin
for all (s,,d’), (m,d) such that m occurs in procedure p and d’,d € DU {A} do
PathFn((sp,d"),(m,d)) = A.T od

for all corresponding call-return pairs ¢,r and d',d € DU {A} do

SummaryFn({c,d'),(r,d)) = Al.T od gro?edure Gomiputelatusi()
WorkList:= {(s pgin, \) = ('*'nm'inw\)} e?tllPl ase II(i) */
P‘”'/"F7"(('“17Lai,_n,ﬂ A) = (sqin, A)) = id .1(1.59 NTH# .
while WorkList # 0 do for each en € N* do wval(en) := T od
Select and remove an edge (s,,d;) = (n,dy) from WorkList val({S pgin N)) == L
let f = PathFn(({sp,di) = (n,d>)) WorkList:= {<’Smai6w A}
switch(n) while WorkList # () do
case n is a call node in p, calling a procedure ¢: Select and remove an exploded-graph node (n,d) from WorkList
for each ds s.t. (n,ds») — (sq,d3) € E# do S bal switch(n)
Propagate ({(sq,ds) = (s, ds), id) od % ;f E =< JEO (ED 3) case n is the start node of p:
let 7 be the return-site node that corresponds to n

for each c that is a call node inside p do
aCl & S.t. = 1L L 5 2y 4 .T
Propagate((sp,di) — (r,ds), EdgeFn(e) o f) od fo;foljlil f'ilt:\Eal{l(‘((CP(;;II;;Z(I(;;(((? _(;);;) (f)>d) fd/\éndg;)se
for each ds s.t. fs = SummaryFn({n,ds) — (r,d3)) # Al.T do Paga B g

Propagate({sy, di) — (r,ds), fs 0 f) od endcase 0 (ED 3 . L) , 1ELJ% I% case n is a call node in p, calling a procedure ¢:

case n is the exit node of p: for each d' s.t. (n,d) = (sq,d') € E# do

for each ds s.t. e = (n,dy) — (r,d3) € E¥ do

for each call node ¢ that calls p with corresponding return-site node r do -\I’A ﬁg = |'%| %kﬁz lf’ropagato\"aluc((sq, d'), EdgeFn({n,d) — (sq,d’))(val({n,d)))) od endcase
for each dy, ds s.t. (c,ds) = (sp,di) € E¥ and (e,,ds) — (r,d5) € E# do &= %, end switch od
let fi = EdgeFn({c,ds) — (sp,d;)) and /* Phase II(ii) */
fs = EdgeFn(({e,,d>) — (r,ds5)) and for each node n, in a procedure p, that is not a call or a start node do
' =(fs 0 f o fa)NSummaryFn((c,ds) — (r,d5)) for each d',d s.t. f' = PathFn((s,,d') — (n,d)) # Al.T do
if f' # SummaryFn((c,ds) — (r,ds)) then val({n,d)) := val((n,d)) N f'(val({sp,d'))) od od
SummaryFn({c,ds) = (r, (15)') = end
let s, be the start node of ¢'s procedure procedure PropagateValue(en, v)
for each dj s.t. f3 = PathFn((sq,ds) — (c,ds)) # A.T do begin
Propagate((sq,ds) = (r,ds), f' o f3) od fi od od endcase ,
Aot let v" =vMwal(en)
: i )
for each (m,ds) s.t. (n,d>) = (m,ds) € E* do ‘f’l l# 1/{1.1(7(?7’13 then
Propagate((sp, d1) — (m,ds), EdgeFn({n,d>) — (m,ds)) o f) od endcase val(en) = :
end switch od Insert en into WorkList fi
end end
procedure Propagate(e, f)
begin FIGURE 4. The algorithm for Phase II.

let f’ = friPathFn(e)
if f' # PathFn(e) then
PathFn(e) := f'
Insert e into WorkList fi
end

HES MEFRRvalues: (n,d,) - L
IATRILZEM Spmain tTEEINE

FIGURE 3. The algorithm for Phase 1.

ITHEPathEdgesLANE _FRyPathFunctions
((sp,d1) = (n,dy)) » (L - L), XBELESREpFHEZE




(optional)liiH: ZE3JIFDS/IDEHESRECIR

QIFDS/IDEESERYJavascill :
»https://github.com/soot-oss/heros

QIFDS/IDEfEZRRYC/C+ + L3R

»https://github.com/secure-software-
engineering/phasar/tree/development/include/phasar/DataFlow/I
fdslde

dSparsel DE{EZRECIR -
»https://github.com/secure-software-engineering/SparselDE
QiFE—EFES, 5—5AcCHEFENOEHS
>AOF10007, EESHEE, FLAHS
> AR EEFmEANRE, ERTAFE



https://github.com/soot-oss/heros
https://github.com/soot-oss/heros
https://github.com/soot-oss/heros
https://github.com/soot-oss/heros
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/phasar/tree/development/include/phasar/DataFlow/IfdsIde
https://github.com/secure-software-engineering/SparseIDE
https://github.com/secure-software-engineering/SparseIDE
https://github.com/secure-software-engineering/SparseIDE
https://github.com/secure-software-engineering/SparseIDE
https://github.com/secure-software-engineering/SparseIDE
https://github.com/secure-software-engineering/SparseIDE
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