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I=%liREl (Control Flow Graph)

A5—HMRERT (IR)
QiZElRE: JTRIETNITIRFRIE
»Nodes: statements
»Edges: (s1, s2) is an edge iff s1 and
s2 can be executed consecutively
aka “control flow”
dProperties:
»0Only one entry node
»0Only one exit (terminal) node

»Weakly connected
o MR MIEFIMANOBERBR £

S U W N =

: ifx =0goto4

| Entry l

ifx = 0 goto 4
2:y=0
3. goto 6
4.y =1
2. x =1

CFG
6:z:=Yy




tl1:=0//1 t1:=0//1

iy ‘t & wﬁﬁ’i o _ L1: iftl >= 10 goto L2 //2
ZN L 3 A YN L1: iftl >= 10 goto L2 //2
;I*IJ l'“.l I t2:=t1*t1//3 t2 :=t1 *t1//3

t3 =tl1 *4 t3 =t1 *4
t4 = b +1t3 t4 = b +t3
Diﬂ%‘]ﬁﬁﬁﬁiﬁ: t*1t4==t1tz+ 1 j‘> t*1t4==tltz+ 1
> TERFTHANRS N L eu
> (RUBFEEM) WEEQER 2= 0/
> (RERFEME) Y0 ERF—&iE b
DiRBIEAIR (Basic Blocks, BB) : 1 =0//1
>}A;:QE1QEEUT_4\;:QE1QEHQﬁﬁ_%igl'jj — L1: iftl >= 10 goto L2 //2
IRIEEFHIED: ot
> B BRI AT 3 =11 * 4
> REEA RS E—SEQERARANL H e
tl1=t1+1
goto L1

L2: a:=0//2, 3




1ZiE[EEHTREl (Interprocedural CFG)

QICFGEXHEHIRE (H#RIntraprocedural CFG) i

»For every call to a function f,
o Add edge (I, entry;): an edge from the call site [ to the entry node of f's CFG

o Add edge (exity, I'): an edge from the exit node of f's CFG to the following
instruction of the call site [

Enter main()

void main() { | PP i
int a, b, c: a=6 /" |Enter addOne(int x)
. 6. b = addone(a) ' 1
b = addOne(a); = BERE) | y = X +
c=b - 3; ICFG W .

) i 5 return y
b = ten(); ' > A= b= B S — =
c =a*b,; il e

} = Efn() /,f Enter ten()

int addOne() A o=y I
inty = x + 1; c - :* b return 10
return y; gy, SN i

} Normal edges —

. EFaedges {Call-to-return edges ------ >

int ten() { return 10; } Calledges  —-»

Return edges ------ >



i=Hlifi a3t (Control Flow Analysis)
O R B B R SR SRR

inc(i) { return i+1;

dec(j) { return j-1;

ide(k)

foo(n, f) {
(

{ return k; }
if (n=0) {
f=ide;

!

}
}

= f(n); // call ?

}

return r;

input Xx;
y:

foo(x,inc);

class A {

A foo (A x ) { return x ; }
}
class B extends A {

A foo (A x) { return new A(); }

}

class C extends A {

A foo (A x) { return this; }}
A x = new A();
while ( )

ﬁunfé%)S)ﬁunx->x+*U

\

call?

| x = x.foo(new B()); // call ?

Ay = new C();

y.f o(x) // call ?

QiFAEE (callgraph)

Function pointersin C/C++

Virtual Calls in Java

: Callsites » P(Functions)

»For each callsite, tells us which functions it may call

Function application in
Ocaml/Haskell




CFA for OO

ACFA in an Object-Oriented language:

»Resolve call targets for x.m(ai,...,an)

dSimplest solution:
»Select all methods named m with the same number of arguments

dClass Hierarchy Analysis (CHA):

»For a polymorphic call site m() on declared type T: Call edge to
T.m and any subclass of T that implements m()

» consider only the part of the class hierarchy rooted by the
declared type of T

»Very fast and very imprecise but few requirements /




CFA for OO

dClass Hierarchy Analysis (CHA):

class A
A foo
class B
A foo
class C
A foo
class D

{

(A x ) { return x ;
extends A {

(A x) { return new A(); }}
extends A {

(A x) { return this; }}
extends A {

b}

A

AN

B C D
Class Hierarchy

11

Both calls A:foo, B:foo, C:foo, and D:foo

A foo (A x) { return new D(); }}
A x = new A();
while (... } == v
x = x.foo(new B()); // call ?
Ay = new C();
y.foo(x); // call ?

dRapid Type Analysis (RTA):
>Like CHA, but take into account only those types that the program /
actually instantiates

»Pretty fast and much more precise than CHA, eliminating lots of
unused classes defined in the library 4
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Rapid Type Analysis
Q&R

» Methods: set of possibly called methods
» Calls. set of calls invoked in Methods
» Targets. a map from a call to its possible targets

main() € Methods

m € Methods l:x =newT methodOf(l) =m m’€ declareMethod(T)
m’ € Methods

m € Methods l:x =r.foo() methodOf(l) =m
[ € Calls

m € Methods l:x =7.foo() € Calls m matches the call at [
m € Targets(l)




Variable Type Analysis (VTA)

dReason about assignments

dinfer what types the objects involved in a call may have

dPrune calls that are infeasible based on the inferred types
»Require an initial conservative call graph, e.g., using CHA or RTA

dType Inferences: [x]: collected types of x
l:x =newT m = methodOf(l) m € Methods l:x=y m = methodOf(l) m € Methods
T € [x] [yl < [xI

l:x =y.f| m = methodOf(l) m € Methods T = declareType(y)
Field-based Analysis - [T.f] < [x]

—

l:x.f =y | m =methodOf(l) m € Methods T = declareType(x)
[yl < [T.1]
Function call: arguments to parameters and returns are modeled as assignments

=




Variable Type Analysis (VTA)

EIExampIe: A al, a2, a3;

B b1, b2, b3;

C c; /\

al = new A(); A
a2 = new A(); A ‘— a3 {A}
b1 = new B(); A A

b2 = new B(); B W VAl

et | ] ®

al = a2;

a3 = al; S 16, Ct {B}

a3 = b3;

b3 = (B) a3;

b1 = b2;

b1 = c; {C}
b1.foo(); // Call?

dMore precise than RTA, some imprecision remains
o Due to field-based analysis



Spark Analysis

dCombine call graph construction with points-to analysis
»Andersen’s analysis + on-the-fly callgraph construction

x=new T//O X=Yy :
oeprsGry L oW PTSGHPTsC oo 8N
x=y.f 0€PTS x.f=y 0€PTS(x)
V- $2 Load] [Store]

PTS(0.f) € PTS(x) PTS(y) < PTS(O.f)

:x =r.m(aq,:-,a,) O0€PTS(r) m’ =dispatch(l,0)
O € PTS(this™) m’ € targets(l)
Vi € [1,n]: PTS(a;) € PTS(p;) PTS(ret™) € PTS(x)

|Call]




class B extends A {
A foo (A x2) { return new A(); // 01 }}

Spark Analysis e fon (hx1 ) (recurm a5 )
Var

PTS Var PTS class C extends A {
A foo (A x3) { return this; }}
X1 {04} X2 {04} class D extends A {
3 {03,04, 01} | x4 {} A foo (A x4) { return new D(); // 02 }}
A x = new A(); // 03
X {03,04,01} |y {O5} while (...)
-~ x = x.foo(new B() // 04); // call ?

-
-
-
-
_____—
-
-
-
-

Ay =new C(); // 05

Calls A:foo, B:foo y.foo(x): // call ?

Calls C:foo  ¢----"""""""

dPros:

»Jointly computing call graph and points-to sets increases
precision for both

dCons:

»Can be quite expensive to compute

» Context-insensitive, further improve precision via context-sensitive
or flow-sensitive techniques
o Refer to Qilin (https://github.com/QilinPTA/Qilin)



CFA for SIMP with first-class functions

dFor a computed function call: f(ay. .. a,)
»We cannot immediately see which function is called

dA coarse but sound approximation:
»Assume any function with right number of arguments

dUse CFA to get a much better result!

»Model functions as special objects

>If f is not a direct function call, for every function func € Pts(f),
there is a call from the callsite to function func

Inst :=x =&p|x=xp| *sp=x|x=y.f|x.f =y |p:=q|x:=malloc()
| x = &f (P, -, Pn) | x = f(a;, ..., a,)




Rules of CFA for SIMP

[p == &f(p;, ... )] © &f(p;, ....Pn) ED

func

l.r=v(al..,an) &f(pi..,p.n) €Ev

Vi€e|[ln]:p, 2aq

r2 retf

call

New Rules for Handling Function Pointers

[n: p := malloc()] — I, €p

[p:=&zx] —> 1, ep

[p:=q] —=p=2q

[xp:=q] = *p 2¢

[p:=*q] — p2+%q

malloc

address-of

copy

assign

dereference

Old Rules




Rules of CFA for SIMP

dExample

inc(i) { return i+1; }
dec(j) { return j-1; }
ide(k) { return k; }
foo(n, f) {
if (n=0) {
f=ide
!

r = f(n); // call ?

return r;

}
input Xx;
y = foo(x,inc);

—> PTS() = {ide,inc}

-
-
-
-
-
-
-
-
-
-
-
-
-

L R
-~
—
L R
-~

* Callside(), inc()

OdExpensive to compute but quite precise!



Grammar of A-calculus

AZC € |- x is the function argument, e is the function body

€

X

e, Is the function to be invoked;
€1 €2 |- e, is passed as an argument

— . ) Local binding, bind the value
let » = DI of e, to x, which isused in e,
if €0 then €1 else €9

n\ 61—|—€2‘

dAssume all variable names are distinct (i.e., in SSA form)

dExample:
» (Af.f3)Ax.x+1) - (Ax.x+1)3 - 4



CFA for the A-calculus

dA-calculus: theoretical foundation for functional PLs

»E.g., Haskell, Ocaml, Scheme, Erlang, F#, Coq, ...
> Functions as first-class citizens: (funf->f3) (funx->x+ 1)
»Higher-order functions: let twice f x = f (f x)

o “twice” is a higher-order function

»Closures: lambda expression + environment
o Letf=Ilety=3infunx->x +y, closure capturesy
o (Ay. (Ax. x +y)) 3, the closureis < Ax.x+y, {y»3}>
»Recursion as a primary control structure: recursive factorial
o let rec fact n = if n = 0 then 1 else n * fact (n-1)
> Pure functions (no side effects), immutable data
o Lambda calculus has no assignment; everything is immutable

oletx=25
olety=x+1 (* no mutation *)

Code examples are given in OCaml



CFA for the A-calculus

dGoal:
»for each call site “e; e,” determine the possible functions for e; from
the set of definitions {1x;.e, ..., 1x,. €}
0 Notations:
> L: set of labels associated with expression, i.e., program points
»Var: set of variables in the program

»o: a mapping from each variable or label to a lattice value (i.e., the
set of possible functions)

o € Var U L - P(Ax.e)

>[e]' & C: the analysis of expression e with label | generates
constraints C over the collecting state ¢



CFA Rules for the A-calculus

oar

const

[[QH] = (y [[eéz]] < (;

M\L.€
T

e u=

|
| ere

| let x = e1 in e9

| if eg then e; else e
| n| e +ex| ..

EE o) =0

[z]' — o(z) E o(1)

[n]! = &

[ex]oco [er]oa [e]<G
[
[ife® then e/* else e;?] < Co U €1 U C, U (0(ly) U o(ly)) E o(l)

[[eil + eéz]]l S CLUC, <«oomm- _

Other arithmetic expressions are similar
ifelse

add e

7/

[e)r] ¢ [e?] < ¢
l
[letx = e/t ine?] < ¢, UC, Uo(ly) Eo(x) Aa(ly) E o(l)

[bindexp

[e]® = C
[Mz.eo]t — {Az.e} = o(l) UC

lambda »

[ea]r — C4

e2]2 — C
Le2] : apply

[l 2] — C1 U Ca UVAZ.ER € o(l1) : o(l2) T o(z) A o(ly) E a(l) .
1 2 0

[e]! & C:the analysis of expression e
with label [ generates constraints C
over the collecting state o

o € (Var U £) - P(Ax.e)

o(x) T rx KB O gEE W Llambdas
o(DTRRIMEFE ML lambdas
AT ERFRATNREFRANE
BRATBEARSHE

NS S 1¢?UI_|0(x)$DG(y)ZIEﬂE’J§'—\
= x My o] YR T EHIRE




CFA Rules for the A-calculus

g
QExample: ((Ax. (x® + 1”)C)d(3)e>

[x]* o 6(x) Ec(a) [1]° < ¢
[[xa + 1b]]C o G(X) - G(a) [[3]]e S @
[Ax. (x® + 1P)c]? & {o(x) E o(a), {1x.x + 1} E o(d)}

[(Ax. (x@ 4+ 1P)<)a (3)e]9 ‘—)l {o(x) E o(a), {Ax.x+ 1} E o(d)} U VAt.e,” € o(d):a(e) E o(t) Ao(ly) E G(g)l

|| e

{o(x) Co(a),{Ax.x+1}E o(d),o(e) E o(x)Ao(c) E o(g)}
|| st

{Ax.x +1} Eo(d),Ve #d: c(e) =0




Extensions

dThe CFA introduced for A-calculus is actually 0-CFA
»0-CFA is less precise, 0 indicates context insensitivity

o € Var U Lab —» P(Ax.e)
dk-CFA: k-limited call-string-based CFA
> 8FR/gcontext
o € (Var U Lab) X A—» P((Ax.e,8)) &€ A= Lab™¥
QUniform k-CFA

»Environment n: track the calling context for each variable
captured in a closure

> Precise than k-CFA but less efficient
o € (Var U Lab) X A—> P((Ax.e,n)) A= Lab™* nevVar- A



(Optional) {Edk: CFA for OO and A
Qit®{ FEfERTuUniform 1-CFAGHRY, FEHZRILTFIHE

X RHIRRIIRIR

letadde = A\z.
leth=Ay. \z.x+y+ 2
letr = (h 8)"
inr

let ¢ = (adde 2)!

let f = (adde 4)7

let e = (t1)¢

main

function

Context 6

Environment n

main

adde

h

r

ARiEQIlIn{CEE, R—iXQilind{lZIFCFA?
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