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IB¥T99th (Pointer Analysis)
QIS AHTTEISE%ER: Pts: Var > P(O0BJs)

> Pts(x): AEIBF T T2z THAIATBEEE (may — points — to)
>Var: F2FHHYIEETEE,; OBJs: allocation siteffigR, LAFRTRMNE—1N7
=N el FE N =Py Wy N PO
> Must-points-to kR ZAEZESEEIN
>ERXAT LRI (alias) K E
o Alias(x,y) if and only if Pts(x) N Pts(y) # @
>ITRINERIEN
AfREZESITRISMILIRIES:
> EI R AU (flow-insensitive) 311, A& Egotoiga
>ERT RIS IIFEA  (intra-procedural) 347, A& [ScaliEq

Inst :=x:=y|x=&p|x=xp| *p=x|x=y.f |x.f =y |p:=q]|x:=malloc()




12Tt (Pointer Analysis)

Strong Update Weak Update
Dﬁu?: 1. q := malloc() // 01 Pts(q) = {O1} Pts(q) = {O1}
2. p := malloc() // 02  Pts(p)={02} Pts(p) = {02}
3. p :=¢q Pts(p) = {01} Pts(p) ={0O1, O2}
4. r := &p Pts(r) = {&p} Pts(r) = {&p}
5. s := malloc() // 03 Pts(s) = {O3} Pts(s) = {O3}
6. *r :=s Pts(p) = {03} Pts(p) ={01, 02, O3}
7. t := &s Pts(t) = {&s} Pts(t) = {&s}
8. u = *t Pts(u) ={O3} Pts(u) ={0O3}

ARSI AXDIESITINT, [RE5EEHN, REB|REN O  Nfilit—NMemahEE?



WEEIEW (Collecting Semantics)

The collecting semantics requires us to know each execution of the
program, assuming a (possibly infinite) trace for each run.

dinfinite Domain value Qdinfinite execution path
x> (=00, =2, =1,0,1,2, - 4 oo 1. read x
1. Read x 2. t =20 ]
2.y =2 * X 3. if x < @ goto 7
3. 2=0 4. x = x -1 | AN REEURA T 4 Ax
4. if y > 0 goto 6 S. t =1t + X
5. 2 =2 *Xx -y 6. goto 3 .
6. ... /7. print t

QO FENEUREFIESRZH TR




Rl (Abstraction)

-
A FEth (Zero Analysis) N/ \Z
>BEfRIE: Z: {~oo,--,-2,-1,0,1,2, + o0} %
S  : {(LN,Z, T} 1
Q%7 545741 (Sign Analysis)
>»B{KNig: Z: {—~,---,-2,-1,0,1,2, - + 0}
> (L, +,—,0, T} / ‘\
QB4 (Pointer Analysis) \’ / a.b,ch
> BRI SEATHME SRR U E { tﬁ a\lc/;}Ec}
>hhg ik - &t, alloca, Binew AN {TEFHT a, .c} {b,
o Allocation site abstraction {i}><{b}><{i}
QfZigonREERRRE (lattice) ~ V.

{}



% (Partial orders)

Given a set S, a partial order = is a binary relation on S that satisfies:

= reflexivity: VXES: x E X

o trar.1$itivity: VX,y,ZES:Xx EyAy Ez > X E z (a.b.c)

= anti-symmetry: VXYyES:Xx CyAy C X 55X =y / J \
A, ORARFE (poset) {aib}><{a’%<{b:ﬁ}

>»— NN EESHESEFC (SUbset) R — MRS fad {br {c)

> RPN TR ARETT AL R 0.9, AEPHO@ID) | '~ \,_~
dUpper and Lower bounds {}

Let X € S be a subset, we say thaty € Sis an upper bound (XC y)whenV x € X: x C y;
We say thaty € Sis a lower bound (y E X) whenV x € X: y C x;

A least upper bound L IX is defined by X C UX A Vy€ES: XCy = [UXCy;

A greatest lower bound [1X is defined by[IXEX A Vy€eS: yE X =y C []X.




=% (Lattices) ab.c)

.o VN
QR5¥RE {a,b} {a,c} {b,c}

»Given a poset (S, E), Va,b € S, J > << )
»>if a U b exists, then (S, E) is called a join semilattice; {a} {b} {c}
»>if a M b exists, then (S, E) is called a meet semilattice; N J e
»>1f both exist, then (S, E) is called a lattice. {1}

AR £ e
»Ifv X € S, [1X and LIX exist, (S, E) is called a complete lattice. 7o==1H

» A complete lattice must have a unique largest element T = LIS and a unique
smallest element = [1S

> Afinite lattice is complete if T and L exist (— g e X))

Nas S Ood 8



% (Lattices)

dheight: the length of the longest path in the lattice
»For complete lattice: the length from Lto T

dPowerset lattice:

»Powerset of every finite set A defines a complete lattice
»(P(A),S),1=0, T=AxUy=xUy,xMNy=xNy

{0,1,2,3}
3 Flat lattice and Lift lattice T
{0,1,2} {0,1,3} {0,2,3} {1,2,3}
// \ 01 {02} (0,3} {1,2) 13} {23
{0} {1} {2} 3}
W//,
Lift lattice: I I 0
height(lift(L)) = he/ght(L) Flat lattice: | for A = {0,1,2,3}

Flat(A), where A is a set, height(flat(4)) = 2



% (Lattices)

dProduct lattice:

»Ly X Ly X o+ X L= {(x1,%0,*, %) | x; € L;}

»L;(1 <i<n)isacomplete lattice

»C,U,and N are computed pointwise

»Height(L; X L, X -+ X L) = ).;L; Height(L;)
dMap Lattice:

»A - L={la; »x,a,>xy,,-]la,€e ANx; € L}

»C L, and M are computed pointwise

»Height(A — L) = |A| - Height(L)

AflF: \Eroth
»>A is the set of program variables
>L is the powerset of allocation site abstractions (objects)



Andersen’s Analysis

dKey idea: cast as a constraint-solving problem
»0One subset constraint per instruction
»Domain abstraction and function abstraction

o 7 l malloc = The constraint solver can give the most precise solution.
[n: p := malloc()] — I, €p = Why? (optional)
address-of = Constraints are equivalent to abstract functions

[p s &:B]] — [, ep e € v = Pts(v) = Pts(v) U {e}

X 2 y = Pts(x) = Pts(x) U Pts(y)

copy
[p:=q] —=p=24q = Abstract function is monotone
= Abstract domainis finite
assign = Objects are finite
[*p:=q] — *p24¢ = (Var — P(Objects)) forms a map lattice
=  Abstract function work on this lattice from L will
dereference reach the least fixed point (e.g., the most precise

[p:=*q] — p=2=xq solution)



Kleene’s fixed-point theorem

dMonotonicity

A function f: L - L (L 1s a lattice) 1s monotonic 1f Vx,y € L,
x Ey-{(x) E {(y)

dFixed point

x € L 1s afixed point of function f: L — L iff f(x) = x

dKleene's fixed-point theorem

In a complete lattice with finite height, every monotone function
f has a unique least fixed-point:

ifolf) = L fi(1)




Proof of existence and uniqueness

dExistence
» Clearly, L= f(Ll)
> Since f is monotone, we also have f(L) T f2(L); By induction, fi(L) & fi'1(L)
» This meansthat LC f(1) E f?(L) E .. f{(1) ...isan increasing chain
> L has finite height, so for some k: fk(1) = fk71(L1)
> Ifx E ythenx Uy =ySolfp(f) = fk(1)

d Uniqueness of least

Assume that x is another fixed-point: x = f(x)

Clearly, L E x _ |

By induction and monotonicity, f(L) E f'(x) = x

In particular, Ifp(f) = fk (L) E x,i.e. lfp(f) is least

Uniqueness then follows from anti-symmetry
o Suppose x is another least fixed-point, we have x T Ifp(f)

VV YV VY



Andersen’s Analysis

Letf;,f,: L - L (Lis a lattice) be two monotonic functions, then their
composition f; o f, is also monotonic.

Letf: L - L (L = (Var - P(OB]Js)) is a map lattice) be the constraint
solver of Andersen-style pointer analysis, obviously, fis the composition
of many constraint-equivalent abstract functions, by Kleene’s fixed-point
theorem, the solution of Ansersen’s analysis is lfp(f).

dThe time complexity of /fp(f) Y
depends on: do {

* the height of the lattice t=x;
x = f(x);
} while (x#t);

* the cost of computing f
* the cost of testing equality

Implementation: TIP/src/tip/solvers/FixpointSolvers.scala



https://github.com/cs-au-dk/TIP/blob/master/src/tip/solvers/FixpointSolvers.scala

A more efficient implementation

QThe Cubic Framework (0(n3))

>A set of tokens T = {t, t,, -, ty},
> A collection of constraint variables V = {x, -+, x,}
> A collection of constraints of these forms:

e teEX ;
c xCy ; Inclusion constraints
* t€x—=yC z;conditional constraints

dSolution: reachability on a constraint graph
»Each variable is mapped to a node
»>Each node has a bitvector in {0,1}*, initially set to all 0’s
»Each bit has a list of pairs of variables, modeling conditional constraints
»The edges model inclusion constraints




KEIIE: (GHE+EIRHER

dx.sol C T

* the set of tokens for x (the 1’s
in its bitvectors)

dx. succ € V:
* the successors of x (the edges)
dx.cond(t) <V X V:

 the conditional constraints for
x andt

AW cCTXxV:

e a worklist (initially empty)

t e x
addToken(t, x)
propagate()

e xXC& Yy

addEdge(x, y)
propagate()

tex—->y<cz
if t €x.sol
addEdgel(y, 2)

propagate()
else

add (y, z) to x.cond(t)

O(m)MNEERE, ngZ2LEHE

IaddToken(t X):
if t ¢ x.sol

|
: |
I addt to x.sol :
: add (t, x) to W |
|

|
|
:addEdge(x, y): I
if x £y Ay ¢ x.succ :
add y to x.succ |
for each t in x.sol |
addToken(t, y) :
|
|
|
|
|
|
|
|
|
|
|

|

|

|

|

|

|

|
Ipropagate():

: while W * @
I pick and remove (t, x) from W
: for each (y, z) in x.cond(t)

I addEdge(y, z)

I for eachy in x.succ

' addToken(t, y)



Andersen’s Analysis
QfERCubictEZR KR

[ p = malloc()] — I, € p TAH0C

e P s —.
aaaress-of . :> =5 * I:IJ ﬂ:fi_l'—t t Ex

[p:=&zx] —1l,ep

Cco _ .

[*p:=ql > 24 : E=MER:

P I — &x€Ep=>qCSx
[pi=vq] = p2vg "TITN &y €q= yCp

> SCCYsr. REBEUTE (eIimin;te type-incompatible Objects)
EIIE1‘Q§ r-O(HB) *Bﬂ'g F'O(nz) (Sridharan et al. [SAS,09])

assign




Andersen’s Analysis

O—24 R
>1a 3Rk (field sensitivity)
o AR : treats fields *.f" as dereferences **’
XoAERE (field) , Elavaigst ot REE
field-read clc++EE L RN —F I

[p=afl>p=2af — x Cy

P Java 1L AEE = FT (.1 24

[p-f:==q] = p.f2¢ — Fc/c++FAY(*p).f)

Oeqg= 0.fCp

> S FFRREA R O€Ep=>qcO.f

o a‘%*SZWLIZEE’M%_UEﬁJZCO pPyiES
emmTTTTTIR g T
O T T m(T p1, ... T pn) { call
= m(al, ..., an) [r=m(al,---,an] < pl2al,..,pn2an,r 2 ret
AR return ret



Example Program

Constraint Graph (so-called Pointer Assignment Graph)

: _ &n’1 &n2

#include <stdio.h> , : &n3

struct Node { struct Node *next; };: : ; :

int main() { B C i

struct Node n1, n2, n3; n2.next
struct Node *p = &nil; n1.oext 1
struct Node *q = &n2; S
n1.next = q; F

struct Node *r = p->next;

n2.next = &n3;

struct Node *s = r->next; \/ars PTS Vars PTS
return 0;

} P {&n1} n2.next {&n3}
q {&n2} S {&n3}
n1.next {&n2} r {&n2}

B TN EEFGFEARTEREFL




Context Sensitivity

. #include <stdlib.h>

int *id(int *p) {
return p;

}

int main() {
int *a, *b, *c, *d;

OWCoONOCOPOWDN=-

a = (int *)malloc(sizeof(int)); // O
c = id(a);
b = (int *)malloc(sizeof(int)); // 02
18. d = id(b);
11. return 9;
12. }

= Andersen’s analysis is context-insensitive
= Joins information across callsits to same function
= | oses precision due to modeling infeasible paths
= Canwe “remember” where to return?

Constraint Graph (so-called PAG)

;01

02+

\

— o -

v
b

N

/ \ Infeasible value flow paths
L/

Vars PTS Vars PTS
a {O1} {02}
P {01, 02}
C {O1, 02} {O1, O2}
w
N /

Spurious Points-to Objects




Context Sensitivity

dKey idea:

»Separate analyses for functions called in different “contexts”

»>"“context”: an abstract concept that is statically definable; used to
differentiate different calls to a function 01

»Contexts are used to decorate graph nodes

id(a); ------___ c c2
\\\\ ///
\\A %
int *id(int *p) {
c = return p;
_\'\\\ } /,,""\
TNee____--- - . C2
c R

- -
-

02
; ;
<a,[>  <b.[P
<p,c‘|> <p,c2>
l Precise!
<c,[]> <d,[]>
Vars PTS Vars PTS
<a,[]> |{O1} <b,[]> |{O2}
<p,c1> |{O1} <p,c2> | {02}
<c,[]> |{O1} <d,[[> |[{O2}




Types of Context Sensitivity

1.
dNo context sensitivity, [] 2.
Callsite sensitivity .
»Call strings, [1,,:-,1,] °
>1:: the line label of the callsite 8.
. o o o 9.
dObject sensitivity, [0, , 0,,] 16.
>o0; 1S an allocation site o)

int *id(int *p) {
return p;

b
. int *wid_1(int *p_1) {

return id(p_1);

.}

. int *wid_n(int *p_n) {

return wid_(n-1)(p_n);

wid_n(a);
wid_n(b);

O 0O -

Two contexts for
differentiate id():

15, ..., 19, 111]
15, ..., 19, 112]

Context length: n+1

dType sensitivity, [t,, -, t,]
>t; Is the type of an allocation object

dValue contexts

dk — limiting technique
dUnscalable when k > 3 In practice

return 1;
} else {

}
}
int X
int vy

100 ;

int factorial(int* n) {
if (*n == 0) {

> States (environment) at the given callsite =t

return t * factorial(n)

factorial(&x);

Context length
could be infinite.




Steensgaard’s Analysis

dProblem: Quadratic-in-practice is still not ultra-scalable
»Want a faster algorithm! Need ~LINEAR. How?

dChallenge:
> Solution space of pointer analysis (e.g. points-to sets) is 0(n?)

dKey idea:

»Use constant-space per pointer.
»Merge aliases and alternates into the same equivalence class.

»p can point to q or r? Let's treat g and r as the same pseudo-var
and merge everything we know about g and r.

»Points-to “sets” are basically singletons

dAlgorithm runs in O(n * a(n)) using union-find structure
»Almost linear, very scalable in practice (Millions of LoC)
> Yes, very imprecise!



Steensgaard’s Analysis-Examples

al = &b1l;
bl = &cl;
cl = &d1;
a2 = &b2;
b2 = &c2;

c2 = &d2;
bl = &c2;

l: p=&3

2: r=8&p @
3: q=&y

4. s:=&q @
5: r:=s



Steensgaard’s Analysis

[p = ql — join(sp,+q) 2
= ql| — join(*p, *
" J by jOin(Kl,fz)

— address-of if (find(41) == find (£2))
[p := &z] — join(*p, x) P—
ny «— %l
(7= 7] = joRnlap, #5) dereference riy < 00

union (£1,42)
join (ni1,n2)

— assign
[*p := q] — join(+*p, *q) e

* Points-to “sets” are basically singletons

At EZE Z2FO0(n * a(n)) (almost linear), = [8)& Z%F0(n).



(Optional) {Fik: 1&RETHHARIA

AFAndersenJ;ZD R0 TS

QfSteensgaard &L ot

#include <stdio.h>
struct Node { struct Node *next; int *data;

int main() {

int a, b, ¢; struct Node n1, n2, n3;
int *pa = &a; int *pb = &b; int *pc = &c;
struct Node *p = &n1;

struct Node *q = &n2;

struct Node *r = &n3;

n1.next = &12; q->next = r;

p->data = pa; n2.data = &b

struct Node *x = p->next;

struct Node *y = x->next;

int *d1 = p->data; int *d2 = g->data;
r->data = pc;

y = p->next,;

return 9;

'

#include <cstdlib>
struct Node { struct Node *next; };
int main() {
struct Node *a, *b, *c, *tmp;
a = (struct Node *)malloc(sizeof(struct
Node) ) ;
b = (struct Node *)malloc(sizeof(struct
Node) ) ;
c = (struct Node *)malloc(sizeof(struct
Node) ) ;
tmp = a;
tmp = b;
a=c;
a->next = b;
b->next = ¢
return 9;

.
)




(Optional) IRR: AEfETT LI

QQilinfg§t B HESR

»https://github.com/QilinPTA/Qilin
> S FFSMIETT DT LR

{ESS:

>155—28)avafg

F (3-44808])

=

QilintEZE2AY

AN TIE ST

>R, RRQIINEEATIE SR F RS
> $5HH QilintEARIGHHRNSCHNE AT 7S ?

>»E5—M000FAARIIERS

Saci%, AR

>IEEENK

>AILAfE

=
s VAR

2

—
—

FH

S


https://github.com/QilinPTA/Qilin
https://github.com/QilinPTA/Qilin
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