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PL = Syntax + Semantics + Implementation

-
-
-
-
-
-
-
-
-
-
-
-
-
”
-

A"

C/C++/Java/Python/Haskell/... AV (iR RIR)
Sy S & I 2 6SFRKFFIR
X A2 6FRKFTIR

APL (Programming Language): i+EHFRIAVEMSZORA
Q%S CEHEREE SN EIFENRIFTIEZEN
QRIEEXNIPLAYSEIL. RXRBEEMTILE

> 26 FREA IR AF AR ETIR
AR TR FEIRHEN . FXNENH T

> DT EA T ALR?




B XTF IR R

O Does the program terminate on all inputs?

d How large can the heap become during execution?
a Can sensitive information leak to non-trusted users?
@ Can non-trusted users affect sensitive information?
O Can two program variables point to the same memory location?

O Is this piece of code dead (so that it could be eliminated)?
O Are buffer-overruns possible?

A Data races?

Q SQL injections?
a XSS?
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MRERRFPESREIERP?

QFSEN D MWEWmN, hiSEITIEFRP, IRIBEERE N HITHRE
>B{N\EN. (concrete semantics)

> EFPASETRSNEANTRS TSR

» “Testing shows the presence, not the absence of bugs."-- Edsger W. Dijkstra

QEFSENDNT: RITERIE, NEITSEPMERP, BeAHITRIE SR
> tRiESEHREIE (Rice’s Theorem), XSFIFENIRIRESTG LA EEHREER
>EIL‘,L$UﬁHTEE%$DJE1L‘L Zé;lﬂ B REES Sound & Complete
o Must: PREREIERP; PmEMERP
o May: POJgEREMEP ; PRIRERNHEMLRP
o Unknown: FHNEPEEHEMEP ; nIeEZAZKLE
>IMEE N (abstract semantics)

Exactly Answer
Sound don’t miss any errors

— S O 5 1.
QAR ESIIENX DT verapproximare Complete don’

aise false alarms
>f540: concolic execution, ...
Underapproximate



(optional) 3EHIEEE(Rice’s Theorem)

Any non-trivial property of the behaviour of programs in a Turing-complete
language is undecidable!

QEMER: BEATEMEREANE, BEAERERE R
O3EEM (non-trivial) 1%&: A2 LEIFTEMHR
AnJHiE| (Decidable Problem) :
>EFE—RIE, FENTZEENE— gL H 2/ BREER
QfFERRE ( the halting problem ) : i — M iEFELSERMA LRGSR
>EIR19365FUEE: AFEE—EZRERIEETIEE, RMSHREAATHIE
> [RubE AR :
o RIRTFESEEE bool halt(Program p), #i&ZBEF2R void evil() {if (halt(evil) while(1); else return; }
o Hhalt(evil)Atrue, BElevil)gEEHL, NlevilREpHEAWhile(1)T5EEH;
o H&halt(evil) gfalse, Bfevil (ABEEH, NlevilRBEpHNeelserS@BidreturnZZ1lt; HIDFE
QSEEREIRIERR: SN AR ZFIRE AT




(optional) 3EHREEE(Rice’s Theorem)iiEhH

ARIEAIER: AMFERZIAEIEFPEEREIFENIEREP,

RIEENX, FEEFLREIFFNERP, fAHEERP
$r(x): RERIABBAIZITRS NRGER
IEIERS (L x) BT AR

void evil(f, x, y) {
f(x);
¢ ( ) — fl(Y): ﬁﬂ%d)f(x)ﬁgﬁm f1 (y) )
07T ke, =) )
» FEENAEREZWEFEIFENERAIERE » FEIEEAMRAEE ENEEENHEEX
o Ee(REEH, WISBIZRF,—5, HEHREP o EFERRFHEMREP, XIS,
o Ede() FHERHL, WIERFTIREN, T8 HATHTRE D, (x) EFE AL

ERNHE LR P o Rz, FIMRED:(x) FHEIEHL



RiERITEXIRERS

QiE{EIEX (Operational Semantics) :
> How would | execute this?
> REEN. IFIENX
QEHENX (Trace Semantics)
» What is the program state at each step in a path?
> fFSH1T ( symbolic execution) . BEfSH1T (concolic execution)
> EEGM (LTL. CTL)

QULEEIEN (Collecting Semantics)
» How can the program possibly run?
& i
> JREEDH. LB, e

> 1=HIR T 5
i A IZEBRIZERFHERIISIE,
BIS enotational Semantics) : . s Y
» What function is this trying to compute? %*E;Eﬂjlﬂ-_lﬂl‘,ﬁﬁﬂﬁl#, g
> IFDS/IDE. CFL-mliX4R)RR
AXHEIEN (Axiomatic Semantics)
»What is true after | execute this?
> E/RIBIE ( Hoare Logic ) . ZXEEIEFIERA
OSREETE (Abstract Interpretation) i
QuliRE HEIRIE (SMT/SAT)
Q2RI (Optional)
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R SR

~
Software architecture is the fundamental organization of a system, embodied in its
=\, | components, their relationships to each other and the environment, and the
KE principles governing its design and evolution ----- IEEE 1471-2000
- /

> BT I0RE. &M, B, ™R B FERR. ERin/ikSHS
> aIlENE: RERSS. MHEREEIE. ARtE. NERRERS
> R&E XEFTRERZERVESH]

s SN 4NV EFE Ch S g
ORI BRI AR RS R hf“ﬁ‘*&'ﬂf{fﬁylﬁ'é'
S T R RS R S FIRRSIFNRRIFZO
> R H MR R R S £ A S

13



Ei5115

QEIMEBERFEDIIE
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